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A product of SAIC
. Searchable Archive for Files and Email

Forensic Tool

Years of email. Seconds to find.

Federal agencies and large organizations frequently are required to produce electronic
records and documents, including email, by subpoena from a court or the legislature,

a discovery request as part of the litigation process, or a request under the Freedom of
Information Act. In addition, potential legal problems can arise when classified material
spills into unclassified networks. Rather than waiting for a government or media inquiry,
agencies must be proactive and identify potential issues before they become problems.

SAIC’s TeraText Searchable Archive for Files and Email (SAFE) turns your email archive
into an information resource with centralized management. The tool is designed so that
authorized users can:

» Search the entire corporate email archive rather than having to examine every workstation to
extract information

« |dentify inappropriate activity early and then apply appropriate remedies — before an organization is
exposed to risk

* Save searches and replay them periodically

* As new material comes in, notify other appropriate users of material that is potentially relevant to
an investigation
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Forensic Tool

TeraText SAFE provides a high-speed, precision search capability of email header fields
(including addresses) and full-text content of email and attachments. TeraText SAFE stores
email and attachments in their original format and can export them for evidentiary purposes
or for ingestion into case management, e-discovery, or similar systems.

Low Impact to Existing Infrastructure

TeraText SAFE plugs into your existing email server and forwards all ingoing and outgoing
email to the archive where it can be searched as a single collection. The process is
transparent; it does not affect user interaction with the email server. Email is available for
search within minutes of arriving at the email archive.

Fast Enterprise Search

For auditors, forensic users, IT administrators, or legal professionals, TeraText SAFE
provides tools to search the entire email archive for patterns of behavior, inappropriate
activity, or risk to the organization. The tool is designed to run searches manually,
periodically, or every time the archive is updated to facilitate monitoring. Users can save
their searches and email the results to nominated email accounts.

Federated Architecture

With TeraText SAFE, authorized users can search distributed archives as though they were
a single archive. Its Web interfaces are secure. Local departments can control their own
stores, or the enterprise can centralize the store — searching is the same either way. With
this tool, users no longer need to manually locate email on multiple machines.

* Designed as a tamper-proof repository of all ¢ Helps reduce time spent searching for
sent and received emails information so employees can spend more
time acting on it

* Real-time search of email and attachments © Saves time for users

¢ Authorized users can search the entire ¢ Reduce need to involve IT in investigation
repository

* Features archive compression and * Helps reduce storage costs and increase

deduplication retention capability

» Stores email and documents in native format * Can use archived contents as evidence
(but extracts contents for search)

* Removes duplicate files, attachments, « Efficient utilization of forensic user time
and emails
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For more information, contact:
Asia Pacific

Level 3, 91 William St.
Melbourne, VIC 3000
Australia

+61 (3) 8689.0900 — Main

North America
1997 Annapolis Exchange Pky.

Suite 200, Annapolis, MD 21401
United States

410.266.0993 — Main
868.839.8898 — Toll free

Key Benefits

o Tamper-resistant archive of sent and
received email

Real-time precision search
capabilities to help identify potentially
harmful activity

A save-a-search feature that
automatically alerts forensic users
periodically or as a message arrives

Access to messages as they are
archived

Export of messages and attachments
in original format

Reduction in search time, cost, and
reliance on IT investigations, and
space requirements
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